Privacy Policy
Contact Info:
CryptoArena
l.ferrari@cryptoarena.eu
Stoomgemaalstraat 9, 1069ws, Amsterdam, NL
1. Introduction
As part of our daily business operations, we collect personal information from our clients and
prospective clients in order to provide them with our products and services, and ensure that we can
meet their needs when providing these products and services, as well as when providing them with
any respective information.
Your privacy is of utmost importance to us, and it is our policy to safeguard and respect the
confidentiality of information and the privacy of individuals.
Our Privacy Notice is reviewed regularly to ensure that any new obligations and technologies, as
well as any changes to our business operations and practices are taken into consideration, as well as
that it remains abreast of the changing regulatory environment. Any personal information we hold
will be governed by our most recent Privacy Notice.
Please note that if you are an employee of the Company, a contractor to the Company or a thirdparty provider, your personal information will be used in connection with your employment
contract or your contractual relationship, whichever applies.
This Privacy Notice applies to the processing activities performed by Kraken to the personal
information of its clients and its potential clients and website visitors.
We may amend this Privacy Notice at any time by posting the amended version on this site
including the effective date of the amended version. We will announce any material changes to this
Privacy Notice on our website.
This document explains how we collect, store and use personal data when you subscribe for our
services, purchase or download a report.
Please read this Privacy Policy carefully to understand how we will treat your personal data.
2. What information do we collect?
Your personal data: your “personal data” means any information that identifies any unique person,
that you provide to us when you use our website, subscribe or download a document or that is
contained in any other information that you provide to us (or that you authorise a third party to give
to us on your behalf).
Your “personal data” may also be contained in information that we collect about you in connection
with your use of our newsletter and mailings. When it comes to your personal data, we comply with
our obligations under the General Data Protection Regulation (GDPR) and any other data protection
legislation requirement as applicable.
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Information you provide: Your personal data includes the information you provide, or that you
authorise someone else to provide, when you sign up for an account or sign up to receive our
emails, or when you answer questionnaires, surveys, enter competitions or provide information in
your account profile.
Examples of this personal data include your name, your email address,your address, telephone
number, payment method, vat number
We do not collect or process special categories of personal data, as defined under GDPR. Also, we
do not knowingly collect or solicit any personal data from anyone under the age of eighteen or
knowingly allow such persons to register for CryptoArena. CryptoArena is not directed at children
under the age of eighteen. In the event that we learn that we have collected personal data from a
child under age sixteen without verification of parental consent, we will delete that information as
quickly as possible.
Information we collect: We collect information about your activity linked to our newsletter and
mailings as long as you remain a subscriber. Some of this data may be “personal data”, where it
identifies a person. This includes whether you received, opened or clicked on a newsletter as well as
the date and time of the activity. We do this to improve our service and to understand trends to
enhance and customise our service. Here’s the information that we collect and how we use it:
We monitor patterns of usage, such as open dates and times and click activity so we can understand
how people are using our newsletters to improve our products and communication.
We also monitor patterns of usage so that we can tailor any communications we may send you.
We collect information about your activity linked to our reports where they are downloaded from
our site. This includes personal information that you provided, financial transactions information if
the report was purchased and activity history.
Here’s the information that we collect and how we use it:
• Personal information provided by you when you download the report (or that you authorise a
third party to give to us on your behalf).
• We monitor and store information on the reports downloaded so we can understand what
topics are of interest to people and use this to improve our products and our communication
• We collect information about your activity linked to our website. This is not personal
information but aggregated user traffic information, such as page visits, article clicks,
demographics . We use this information to improve our website, advertising and
promotions, and to understand user browser activity.
In addition to your personal data, we will also hold financial transaction data on the payments that
you made as a subscriber or report buyer. This information is limited to the amount of the
transaction, the date of the transaction, the card type ( i.e mastercard, visa ) and the expiry date. We
do not receive full payment card details from our online payment processing providers (Stripe and
Paypal).
3. What do we use your data for?
Providing CryptoArena’s services – We use your personal data to enable us to register you and
provide you with access to CryptoArena’s services and some of the content on the website. It will
also enable us to contact you by email, post, SMS, or telephone where necessary concerning
CryptoArena.
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Improving CryptoArena – We also use and analyze your personal data and financial transaction
data so that we can administer, support, improve and develop our business, applications, outreach
efforts, customer service and the features of the CryptoArena website and of CryptoArena’s
platform generally.
Providing Insights – We monitor anonymous, aggregated information about website and social
media traffic so that we can produce insights about the reach and audience for our products and
services. For example, based on an anonymous, aggregate data analysis, we will assess the impact
and interest in certain topics or features. We may share these insights with customers or relevant
subsidiaries or contractors, or in our promotional material. We may also use them internally to
improve our product and communications. Just to be clear – we will never identify you personally
in such communications and will never report data in such a way that you could be identified.
Contacting you for Marketing Purposes – We may use your personal data to contact you by email,
post, SMS, social media and/or telephone to let you know about our other services, content, offers
or product ranges which may be of interest to you. We will only use your data in this way where
you have provided consent, we have legitimate business reasons for doing so, or where we are
otherwise entitled by law to do so.
If you would like us to stop providing you with such notifications, just inform us using
l.ferrari@cryptoarena.eu. Please note, this may take up to three working day to take effect. To stop
receiving newsletters from CryptoArena you should unsubscribe via the link in your newsletter.
Legal Requirements – We may use your personal data to comply with any legal obligations to
which we are subject to.
If you would like to update the personal data we hold about you, please login to your CryptoArena
account or contact us at l.ferrari@cryptoarena.eu with your request.
4. Why do we use your personal data?
We collect and use your personal data for a variety of reasons. We need some data to enter into and
perform our contract with you and provide you with access to CryptoArena – for example your
contact details and other information requested during the Demo signup process. If you fail to
provide such data we will be unable to provide our service to you.
Other information we collect because we have legitimate business interests, for example, in:
Ensuring that we can onboard you as a customer or investor and manage your account;
Ensuring and certifying accreditation status of potential investors;
Understanding how our customers use our products, services and websites;
Understanding and responding to customer feedback;
Researching and analyzing the services our customers want;
Improving our product and better understanding how our customers use it.
In some circumstances we may process your personal data because it is required for compliance
with a legal or regulatory obligation.
5. Who do we share your information with?
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We will share your personal and financial data with third parties in certain circumstances:
We may disclose your data to any member of our group (which means our subsidiaries, employees,
any holding company and its subsidiaries or employees) and other companies which may be added
to our group from time to time (such as mandated contractors or partners);
We may pass aggregate information on the usage of the CryptoArena website and social media and
the downloading of reports to our partners who are working with us to create content. This will
never include your personal data.
In some circumstances, we may also share your personal and financial data with third parties:
• in the event that we, our business, or substantially all of its assets are acquired by a third party
(in which case personal information about customers will be one of the transferred assets);
• if we are under a duty to disclose or share your personal or financial data in order to comply
with any legal obligation; to cooperate with law enforcement officials in the investigation of
unlawful activities of CryptoArena website users or relating to CryptoArena; or in order to
enforce or apply any contract with you; or to protect our rights, property, or safety of our
employees, customers, or others. This includes exchanging information with other
companies and organizations for the purposes of fraud protection and credit risk reduction.
• We also utilize a number of carefully selected third parties to help provide our services to you.
Examples of these functions include email, providing marketing assistance and data analysis
and handling credit card transactions. In choosing to work with any such third parties, we
will always ensure that the security policies and confidentiality arrangements of those third
parties adhere to the same requirements we ourselves impose and expect, as a minimum. No
ownership rights to the data will be transferred to any third party.
The data that we collect from you may be transferred to, and stored at, a destination outside the
European Economic Area (“EEA”). It may also be processed by staff operating outside the EEA
who work for us. Such staff maybe engaged in, among other things, the processing of your payment
details and the provision of support services. By submitting your data, you agree to this transfer,
storing or processing. We will take all steps reasonably necessary to ensure that your data is treated
securely and in accordance with this privacy policy.
6. How long do we store your data for?
We only store your data for as long as necessary for the purposes of processing set out in this
policy. When you cancel your paid account with CryptoArena your data will be deleted after 6
months, or immediately if so requested.
To ensure the integrity of our systems and your data, we utilize various technologies to continually
take secure, encrypted backups. Data remains archived within these backups and these are
maintained according to our defined two-year data retention policy, after which they are removed.
7. You can export your data at any time
We can support you in exporting a copy of your data whenever you like – this will include your
personal data and activity history. You can also ask us for a copy of your personal data that we
hold. Please contact us at l.ferrari@cryptoarena.eu.
8. You can delete your data at any time
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You have the option to delete all of your data at any time, we can support you in deleting your data.
Please contact us at l.ferrari@cryptoarena.eu
9. What are your rights?
Access to your personal data: You can ask us to confirm if we are processing your personal data
and you may request a copy of your personal data by contacting our support team at
l.ferrari@cryptoarena.eu
Right to change or withdraw your consent: Where you have given us consent to make use of
your personal data for any of the purposes outlined in this policy, you may withdraw that consent
by contacting us using l.ferrari@cryptoarena.eu.
If you wish to change your contact preferences or no longer wish to be contacted for marketing
purposes, contacting our support team at l.ferrari@cryptoarena.eu.
Right to Rectification: You may ask us to update out of date or inaccurate information we hold
about you. To do so, please log on to your CryptoArena account and update your information or
contact our support team at l.ferrari@cryptoarena.eu.
Right to Erasure: In certain circumstances you may ask us to erase your Personal Data. If you
would like us to erase the personal data we hold about you, please contacting our support team at
l.ferrari@cryptoarena.eu specifying why you would like us to do so.
Right to Data Portability: In certain circumstances you may ask us to provide you with the
personal data that we hold about you in a structured, commonly used, machine readable form, or
ask for us to send such personal data to another data controller. Please contact our support team at
l.ferrari@cryptoarena.eu.
Right to object: In certain circumstances you may object to our processing of your personal data.
Please contact our support team at l.ferrari@cryptoarena.eu
Right to restrict processing: You can ask us to restrict the processing of personal data we hold
about you in certain circumstances. Please contact our support team at l.ferrari@cryptoarena.eu
Make a complaint: You may make a complaint about our data processing activities to a
supervisory authority. In the Netherlands this is the Data Protection Authority (DPA). Further
details can be found on their website at https://autoriteitpersoonsgegevens.nl/en
Getting in touch: To make enquiries and/or to exercise any of your rights in this privacy policy
please contact our support team at l.ferrari@cryptoarena.eu
10. Security and data storage
We take security and privacy seriously. We will endeavor to take all reasonable steps to keep your
personal and financial transaction data secure once it has been transferred to our systems. We adopt
appropriate, industry standard data collection, storage and processing practices and security
measures to protect against unauthorized access, alteration, disclosure or destruction.
Where we utilize third parties to help provide our services, we will always ensure that the security
policies and confidentiality arrangements of those third parties adhere to the same requirements we
ourselves impose and expect, as a minimum.
Where we have given you (or where you have chosen) a password which enables you to access
certain parts of the CryptoArena website you are responsible for keeping this password confidential
and for all security breaches which may result as a consequence of nefarious practices, such as
social engineering. We ask you not to share your password with anyone, ever.
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Please note that the internet is not a secure medium and although we will do our best to protect your
data, we cannot guarantee the security of any data transmitted to the CryptoArena website or
through CryptoArena itself. Any transmission is at your own risk.
11. Changes to this privacy policy
We may modify or update this Privacy Policy from time to time to reflect the changes in our
business and practices, and so you should review this page periodically. When we change the policy
in a material manner we will let you know and update the ‘last updated’ header at the top of this
page.
This Privacy Policy was last amended on 22/09/2020
12. Getting in touch
If you have any queries relating to this Privacy Policy or CryptoArena’s use of your personal or
financial data, please contact us via email through l.ferrari@cryptoarena.eu.
13. Cookies
When you use our products and services, including our websites, we may make use of the standard
practice of placing tiny data files called cookies, flash cookies, pixel tags, or other tracking tools
(herein, “Cookies”) on your computer or other devices used when engaging with us. We use
Cookies to (i) help us recognize you as a customer, (ii) collect information about your use of our
products and services, (iii) to better customize our services and content for you, and (iv) to collect
information about your computer or other access devices to ensure our compliance with our KYC
and AML obligations. Please refer to our Cookies Policy for further information.
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